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(54) Hiding art authentication code bi an electric signal 

(57) tn order to hide an authentication code or sig- 
nature (101. 402, 504) in an electric signal (100. 400. 
401), which consists of data parts with a certain value, 
certain data parts are selected from the electric signal 
for processing on the basis of the contents of the 
authentication coda The value of each data part 
selected tor processing is re*dBterminedbyafater(200, 
403. 504). which uses certain other predetermined data 
parts of the electric signal as input data For detecting 
the authentication coding, the signal is fftered wnh the 
same titer (403) and those data parts (406) which have 
their value un chan ge d after the second tittering are 
marked The electric signal can be a ffle (particularly an 
image file) or a temporally continuous signal The 
device tor implementing the method comprises a mem- 
ory (501. 502) tor saving the electric signal and a 
processing unit (500) tor reading the data from the 
memory and for changing the value of its data parts. 
The device also romprtses a ffiter (503). which uses the 
other data parts of the signal as input data and which 
determines the new value of the data parts selected tor 
processing. The device can interact wrft the user (506. 
507) or it can be a sealed authentication coding circuit 
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Description 

This invention relates to adding a code indicative of 
ownership or other authentication code to an electric 
signal so as to make H difficult for outsiders to perceive s 
the existence of the code andfor remove the code from 
the signal. The invention relates to both the method and 
a device for implementing the method. In this patent 
ap p fi cation. the signal used as an example is a two- 
dimensional image presented in electric form, parbcu- 10 
larty a sril image produced by a photographic appara- 
tus. However, the invention can also be generalized to 
other signal types, as wiD be deserted in more detail 
hereinafter. 

It is usually rather easy to copy and dtpfcats elec- is 
tricafly presented in f ormation , which mates ft more cfiffi- 
cult to control that copyrights are observed. Accortfing 
to international agreements, copyright to a certain 
image belongs to the producer of toe image, rf the pro- 
ducer saves the image in the form of an electric file in a 20 
compu te r , which is connec te d to a wide in f o rma tion net- 
work, such as internet, rt rs possfcfe that another user of 
the network copies the image file and uses it in other 
contexts without paying compensation to the producer, 
who is entitled to it on the basis of the copyright If the 25 
producer wants to present a legal daim for compensa- 
tion, he must be able to prove that the image used else- 
where is a copy of the image produced by the person 
daiming for compensation, ft wouU be very important 
tor the producer that even after the transfer andpossUe so 
processing measles ft would be possible to find some 
information indicative of the origin of the image from the 
fBe transferred in electric form. However, this informa- 
tion must be so hidden that a dish on e s t user cannot 
remove it or even perceive its existence. ss 

Methods used to irxScate owner sh ip of image Res 
can be divided into two main categories. In watermark 
methods, a graphic element is added to the image, 
which element can be isolated afterwards and shown as 
a graphic evidence to prove that ft has been added to 40 
the image on purpose, and that ft is not a random com- 
bination of parts of the image, to checksum methods, a 
checksum or a logical combination is calculated by a 
secret method from the bits and/or bytes used to 
present the image, and this combination is added to the 45 
image file as part of it The origin of the image is 
detected by calculating the same logical combination 
afterwards and comparing it to the original checksum 
contained by the ffla Because only the real owner of the 
image knows the correct calculation method for the so 
checksum, the probabffity of getting the same sum with 
a method chosen at random is small. 
All the above mentioned methods have the following 
common objectives! 

55 

- the visual quality of the image must not suffer from 
the addition of the authentication code to the image. 



- only the producer and poss&ry an independent 
reliable testing institution can check the authentica- 
tion code hidden in an image, 

the authentication method must aOow the use of 
many kinds of aut he nt i c ati o n codes or ^signatures', 

- the authentication code must remain in the image 
with a sufficient refiabflfty even if the image is 
packed with the JPEG or MPEG algorithm, for 
example, and 

- the authentication code must endure attempts to 
prate the images or to cover the real origin of the 
image. 

In watermark methods, the graphic element used 
as a authentication code is generally called a water- 
mark or signature. One known, watermaifctype method 
has been presented to the publication RQ. van Schyn- 
deJ. AX Trrkel. C.F. Osborne. A Digital Watermark. Pro- 
ceedings of ICtP -94 t \Mume lid III rx 8&90, IEEE. 
Austin, Texas, 1994. For other pubficatiorts dealing wrto 
prior art methods for authentication coding of images, 
please see the reference Gst at the end of the descrip- 
tive part of this application . Generally in the prior art 
publications, the signature is converted to a virtually 
random form, the pixels of which are scattered on toe 
image to be authentication coded. A disadvantage of 
these methods is the fact that the calculation method is 
very complicated. 

The object of this invention is to present a method 
and a device by which the above described objectives of 
toe authentication cooing of signals can be achieved 
easily and reliably. 

The objects of the invention are achieved by attach- 
ing the signature to the original signal by a filtering 
method, which changes the value of the pixels or other 
signal parts indicated by the signature to a controlled 
manner. 

The method according to the invention tor hiding an 
autherrticaljon code in an etectric signal is characterized 
in that the value of each data part selected from the sip- 
na! for processing is specified anew by a filter, the input 
data of which consist of certain other predetermined 
data parts of the electric signal. 

The invention also relates to a device tor imple- 
menting the method described above. The device 
according to the invention is characterized in that it com- 
prises a filter, and the processing unit of toe device is 
arranged to re-determine the value of the data parts 
selected for processing in a manner specified by theffi- 
ter. 

For the sake of darrty. the following description will 
focus on the example in which the original signal is a 
twoKfimensional stiD image, and the signature is a cer- 
tain graphic element to the method accortfing to the 
invention, the signature is thus preferably a two-cfimen- 
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sionaJ binary array, consisting of bits which have a value 
of edherl or 0. Shown as a bit mapt a signature of this 
land is a two-color image (typically black and white), in 
which the Ms with the value 1 are shown as black pixels 
and the bits wfth foe value 0 as white pixels or vice s 
versa. The signature is set "on top of the original image 
as a mask at a desired point, and only the pixels which 
coincide with the 1-brts of the signature are selected 
from the original image for processing. A natural, alter- 
native method ts to select tor processing only the pixels 10 
which coincide with the (Kbits in the signatura Anew 
value is calculated tor each pixel of the original image 
being processed with a filter, the input data of which 
consist of certain pixels of the original image which do 
not belong to the pixels being processed. When a new , 5 
value has been specified for alJ pixels being processed, 
the authentication coifing has been compl et ed. 

The titer, wroch is used to calculate new values tor 
the pixels of the original image selected tor processing, 
can be chosen rather freely. A titer which is advama- 20 
geouswith regard to the invention is such that with great 
Ifceffoood rt win after the value of any randomly selected 
pixel, but the alteration is small Filtering can be defined 
extensively as any operation in which the new value of a 
certain pixel or other data part is specified dB te rtn ro fr 2s 
cafly on the basis of the values of pixels or other data 
parts which are used as input date tor the filter. 

In order to perceive ths authent i cation cooing 
according to the invention, the entire authentication 
coded image is filtered pixel by pixel with the same ffter 30 
which was used to implement the authentication ooding. 
Because the rater is very GkeJy to change the value of 
any pixel being processed, most of the values of the pix- 
els in the image are changed Only the poaeb which had 
their value changed accorcfing to the fater already in the ss 
authentication coding, remain unchanged. The 
observer marts those pixels in the image which have 
not changed H these pixels form the graphic element 
used as a signature, the copyright of the image has - 
been proven. 40 

to various m ot flicafi on s of the invention, the origi- 
nal image can be processed in many ways before the 
signature is added to rlOie advantageous method is to 
use a Known transformation, the reverse transformation 
of which is Known, to process the original image. The 45 
signature is added to the transformed image with the fil- 
tering method described above, and the image thus 
received is reversely transformed back to the original 
form. The signature can also be oversampied before it is 
added to the original or transformed image, which in so 
practice means that the signature is (fabricated and 
added at several positions on the same imaga 

In the toOowing, the invention wS) be descrfced in 
more detad with reference to the preferred embooV 
merits presented by way of example and the accompa- 53 
nying drawings, in which 

Figure 1 shows the selection of the pixels according 



to the invention. 
Figure 2 shows a ffter according to trie invention, 

Figure 3 shows the detection of the authe n tication 
coding aooonfing to the invention. 

Figure 4 shows the proceeding of an embocfiment of 
the invention, and 

Figure 5 shows a device according to one emtxxfi- 
ment of the invention. 

Figure 1 shows a simple cfigrtel image 1 00, but tor 
the sake of darfty. the coxy of its pixels is not shown in 
Figure 1, and a simple binary signature 101. in which 
the 1-pixels are shown black and the r>pixete whita The 
cfigrtaJ image 100 has M x N pixels, which are divided 
into numbered columns and Ones (here M = 12 and N ° 
15). The value of each po^ is generally an 8-brt byte or 
a 16-bit pair of bytes. A real digital image to be authen- 
tication coded typically has hundreds of thousands or 
mDlions of pixel* A real signature is generally also 
much larger and more compticated than the example in 
Figure 1. The size of the signature is generally H x K 
pixels (here H = 5 and K = 7). So as to make the signa- 
ture fit into the image in its entirety, Hs size can be lim- 
ited as H < M and K < N. 

In authentication coring according to the simple 
embedment of the invention, the person who is carrying 
out the cooing selects from the original image 100 a 
location in which the signature 101 is to be placed It is 
advantageous to have the location selected freely, 
because then the potential image pirate will not know 
where to took for the signature in the imaga The loca- 
tion is preferably indicated as the coor din a tes of the 
pixel on which the pixel number (1,1) of the signature 
hits. Let us assume that the person who is carrying out 
the coring selects the location (3,3). to the example of 
the figure, the pixels of the original image on which the 
1 -pixels of the signature hit are selected for processing, 
to Figure 1, these pixels of the original image are 
marked with x. 

Each pixel of the original image selected for 
processing is processed separately by a ffter, the 
detailed imptementation of which can be freely chosen 
by the person who is carrying out the authentication 
cooing. The only Gmdation set by the invention for the fil- 
ter is that it must not use any of the selected pixels as 
input data. Thus the i m pl e mentation of the ffter is son^ 
what dependent on how the pixels 1 and 0 are divided in 
toe signatura Rom Fig^ 1 it can be seen that the s^ 
nature used as an example does not contain adjacent or 
dagonaflyao^acentl-bits, and thus the ffter can use as 
input data tor the fltering of a certain pixel aD the eight 
pixels surrounding die pixel to be fftered. tor example. 
Figure 2 shows a cfiagram of a filter in which the fftered 
value of the pixel x marked with diagonal fines is the 
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same as the mean value of aD the eight pixels surround- 
ing it This fitter is very suitable tor a case Eke the one 
shown in figure 1. 

Because the original image is typically a photo- 
graph-type image* in which many adjacent poets are 
very unitary to have exactly the same value, it is almost 
certain that a filter to the one shown in figure 2 win 
change the value of the pixel selected. On the other 
hand, radical changes of the poel value cn a length of a 
few pixels are rare, and so the titer shown in Figure 2 is 
likely to change the value of the pixel only a fttle. Both 
of these are advantageous features with regard to 
authentication coding. When a!) the pixels of the original 
image selected for processing on the basis of the signa- 
ture have been separately ffflered with the chosen filter, 
the authen ti c ati on coding according to the simple 
ernbocSment of the invention has been completed. If any 
of the pixels selected tor process in g had been situated 
very near the edge of the image, the window 200 depict- 
ing the selection of tfte input data had been located 
partly outside the image, For cases BKe this it is posstte 
to define a so called wrap-around protocol, acconfingto 
which transition from the pixel at the edge of the image 
to the area outside the image is interpr eted as transition 
to a pixel at the opposite edge of the image (in other 
words, the l oca ti o n of the pixels in the columns is 
defined as modulo the number of oofumns and sintiarfy 
in the rows modulo the number of rows). 

Rgure 3 shows the detection of autherrbcabon cod- 
ing in an image which has been authenticate ceded by 
a method according to the simple embodiment of the 
invention described above. The digital image 300 is f3- 
tered pixel by pixel with the same fitter which was used 
to hide the signature in the original image. The frame 
301 depicts the location of the selection frame of the fd- 
ter input data at a certain pixel, and the arrows proceed- 
ing pad by puridescrtette 
by p ari forw ar d, until the whole image has b een ffi te re d. 
The value of most pixels wflj change in the Storing, as 
has been stated above. However, the value of those pix- 
els which have already been fBtered when the signature 
was hidden, does not change, because filtering on the 
basis of the same input data pixels gives the same 
result both during the hiding and discovery of the signa- 
ture tn adoption, ft can be assumed that there are some 
pixels in the image which happen to have such a value 
that it does not change (tiring the fftertng. On the basis 
of the ffitering results, a so called detection image is 
formed, in which the pixels which remained unchanged 
in the fitering are dearly distinguished from those which 
had their value changed. In figure 3. tor example, the 
first nrxOTtioned pixels are shcxw black end afl other pix- 
ets white The pixels at the points (2.1) and (1,N)of the 
image are randomly found pixels and other pixels 
marked black belong to the signature 

If the signature is a certain regular and easOy rec- 
ognizable graphic element and rl there is a relatively 
smaD amount of randomly found "non-changing" pnrp>g 



the signature can generally be dearly seen with the 
naked eye in the detection image, when the whole 
image has been fittered. H one of these conditions is not 
met the signature can be searched by statistical meth- 

5 oc& from the detection image tn practice, this is gener- 
ally most easfly implemented by tanning a oonvdution 
of the signature and the detection image, in which the 
known signature is compared to each of its possible 
locations on the ejection image and a characteristic ts 

to calculated to descrfoe how wefl the pixel content of the 
signature corresponds to the pixel content of the detec- 
tion image in each possWe location. If the highest value 
of the convolution shows that at the most suitable loca- 
tion over 90% of the pixels have the same value as the 

1$ corresponding pixels of the detection image, it is rela- 
tively certain that the signature has originally been 
placed at the location in question. It is not possible to 
demand that the signature and the suspected location 
on the detection image are fuDy identical, 3 there is the 

20 possibility that a packing algorithm or some other facto 
causing loss of information has changed the contents of 
the image after the authentication cooing. 

In the simple embodiment of the invention 
described above the person who performs the cooing 

25 can choose the signature its location on the original 
image and the filter by which both the authentication 
cooing and its detection is performed Because the 
number of possMe signatures is almost fonrtiess when 
large images are processed and because there are 

30 many possfcfe filters, without knowledge of the form of 
tiie signature and the filter used it is difficult even to 
Know whether a certain image has been authentication 
coded or not and to discover and remove the signature 
used in the coding is even more tffficutt However, ft is 

36 p ossible to think of a situation in which an image pirate 
gets hold of both the original, unooded image and Hs 
authentication coded version. If the Difference of these 
images is calculated by pixels, the signature becomes 
visible because the authentication coring has only 

40 changed the value of the pixels selected on the basis of 
the signature while other pixels have remained 
unchanged. When the signature has been found, the 
image pirate can perform a statistical analysis of how 
the values of the original image have been changed in 

45 the authentication coding, in which case it may even be 
possfcle to find out what kind of a rater was used in the 
coding. On the basis of this information, it is also possi- 
ble to try to break the authentication coding of other 
images pro du ced by tfte same pro du cer. 

so In order to eliminate this disadvantage another 
embodimenl of the invention has been developed, and it 
wffl be described in the Mowing with re ference to fig- 
ure 4. At the begirmirtg of the coring, the original image 
400 is transformed into another form 401 by the trans- 

55 formation T. the reverse transformation T 1 of which is 
known by the person who performs the authentic ati on 
coding. The signature 402 is added to the transformed 
image by using the fitter 403 in the same way as has 
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been described above. The transformed image, to 
which the signature has been added by tittering, is 
reversely transformed Into the image 404, which other- 
wise corre sp onds to the original image 400 but in atfcft- 
tion contains the signature in a form which is the result 5 
of the fttering 403 and the reverse transformation T 1 . 
When observed wiih the naked eye, a is usually impos- 
sible to distinguish the image 404 from the original 
image 400. 

In order to detect the authentication cooing, the to 
image 404 is again transformed with the transformation 
T, resulting in the image 405. When it is filtered pixel by 
pixel with the ffiter 403. and aO tite pixels with an 
unchanged value are marked, the resuft is the detection 
image 406, from which it is further possible either to vis- is 
uaDy perceive a by statistical methods to cfisoover the 
signature 402. 

The transformation T can be freely chosen by the 
person who performs the authentication coding, as long 
as it is deterministic and its reverse tran sfo rm ati on T 1 is 20 
known. In this embodiment the person performing the 
authentication coding can use, in ad ditio n to the signa- 
ture, its location and the fitter mentioned above, a fourth 
factor which can be freery chosen and which makes an 
unauthorized detection of the signature and thereby the 25 
possfoffity of breaking the authentication code even 
more tffheutt One known transformation T. which can 
be used as shown in Figure 4, is a discrete cosine trans- 
formation. Another possible transformation is the envi- 
sion of the image (virtually randomly, for example) into so 
two or more partial images, whereby the signature is 
added to onryone of them or in which partial images the 
signature is added to different locations. The division of 
the image into partial images can take place by "cuffing" 
part of the pixete to cfifferent partial images or by cfivid- ss 
ing the value of each pixel into parts (for example, the 
four most significant tits of each pixel into the first par- 
tial image and trte rest of the bte 
image) or in other ways, A person stalled in the art can 
easfly present many sutatole tra n sfor ma tio n There are 40 
many algorithms and electric circuits on the market by 
which various tra n sfor ma tion s and reverse transforma- 
tions can be quickly and easily calculated for the 
images, and thus the more advanced ernbocfiment of 
the invention does not make the implementation of the 46 
enverrbon substantially more complicated. 

One variation, which makes the authert ticati uii ood- 
ing aoconSng to the invention more resistive against the 
cfisappearance of information caused by the packing 
aJgorrlrinrscrftrm image fSes, isoversarnplaigof thesig- 50 
nature before it is added by fttering to the original image 
or the transformed image obtained by transformation. 
Over sar np fin g means in cre asin g thermovision of the 
signature If a twcK fime n si o na l signature is double over- 
sampled both vertically and h o riz ont al ly, each original ss 
pixel of the signature become four pixels with equal 
value tn other words, the original signature is dupli- 
cated into four copies, which are placed on the image to 



be authentication coded regularly in relation to one 
another or even independent of one another. Thus the 
Gkelihood that at least one copy of the signature 
becomes dearly visible when the authentication coding 
is to be detected, is very high. The rate of oversarnpfing 
can be freery chosen by the person performing the 
authentication coding. H several copies of the signature 
are added to the same image, different fitters can be 
used to add each copy. Then the copy of each signature 
can naturally be detected only by using the same fitter 
that was used to add it to the imaga When several cop- 
ies axe beirig added to the image, attention 
to avoid overlapping. 

An iirportant place of application for authentication 
coding of two^fimensfona) images is in digital image 
archives, which are connected to Internet or such 
another general data transfer network, and from which 
the users can seiect and copy any image ffles they want 
The keeper of the image archive can protect the images 
in the archive by authentication coding according to the 
invention and, tor example, send a program called 
"agent" to the data network to search automatically tor 
other image fBes and test rf an authentication cooing 
made by the keeper of me image archive can be found 
in them, rf a signature is found in an image foe which 
has not been legally acryired by a legal agreement from 
the keeper of the image archrve.it proves thattheholder 
of the ffle has acquired the possession of it without per- 
mission. A single image on a www home page can also 
be authe ntic a ti on coded so that its unauthorized copy- 
ing to other places in the data network could be 
detected. A browser program, which the legal owner of 
an authentication coded image or images uses to get 
other in fo rmati o n from the data network, can be 
equipped with an aut henticati on coding detection part 
to which the user inputs i n form ati on of the signature, fa- 
ter and posstrfe transformation used. Thus the owner of 
a certain image or images can - when ftnolng a familiar 
image in the network - by pressing a key or dieting the 
mouse examine if H contains the owner's signature 

Tte above description concerned the app li cation of 
the invention to the authentication cooing of two-dbnen- 
sfonaf (tigital images shown in bit-map form However, 
the invention can be extended to the processing of 
many types of electric signals. A video performance is a 
series of two-dimensional images shown rapidly in suc- 
cession, and any one of them, or each of them, can be 
sippfied with a signature as deserted above. On the 
other hand, a video perform an ce can utilize the time 
Dimension by making the fitter used for authentication 
cooing and its detection three-dimensional, whereby it 
uses certain pixels contained by two or more consecu- 
tive images, for example, as input data. The signal tobe 
authentication coded and the signatire and filter used in 
the authentication cooing can ateo be one-dmensional: 
tor example, a cfigrta) telephone signal, which is a series 
of terrporafly consecutive bytes. In this case, the signa- 
ture can be a certain Bne of bits, of which the bytes cor- 
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responding to 1-brts (aftemativery 0-brts) from a certain, 
repilarty r e p eatin g sequence of telephone signal (for 
example, a speech frame corresponding to 20 ms of 
speech time) are selected tor processing. The term 
"data part* mentioned above in connection with the gen- $ 
era! description of the invention means an the parts of 
the signal shown in electric form which can be identified 
and selected tor processing as described above and the 
value of which can be changed by means of a certain ni- 
ter. 10 

The authentication coding of audio and video sig- 
nals or other temporally continuous signals* in particu- 
lar, shows that the signal need not be a certain hie with 
limited size, as in the authentication coding of stffl 
images. By the method according to the invention, the is 
authentication coding can be added to a terrporaDy con- 
tinuous signal at certain regular or irregular intervals. 
This property of the invention can be utifized tor identify- 
ing an electric 6igral produced 

phone, video camera, tape recorder etc): the device » 
can contain a seated authentication coding circuit, to 
which a certain signature, a certain filter and when 
required, a certain transformation and its reverse transr 
formation, characteristic of this device, have been per- 
manently saved. At regular or irregular intervals, the 2s 
authentication coding circuit separates a cycle from the 
sequence generated by the device, to which sequence 
it hides the signature in a manner according to the 
invention. Afterwards, the signal generated by the 
device can be sent to be analyzed by such a trusted per- so 
son or persons who know the information saved in the 
sealed aut he nti ca tion cooing circuit By means of this 
information, the trusted person can prove which device 
was used to produce the signal. 

Figure 5 shows a diagram of a device tor impte- as 
meriting the method according to the invention. The 
device has a microprocessor 900, which is equipped to 
read and write images or other signals from ttte storage 
btocte 501 and 502 and to carry out the signal process- 
ing operations required by the invention. The microproc- 40 
essor also has a two-way data transfer connect io n to 
the storage btocte 503, 504 and 505, the first of which is 
intended tor saving the filter used in the filtering, the 
second is intended tor saving the data used as a signa- 
ture, and fh& third is intended for saving the transforma- 45 
tion T and its reverse transformation. A display unit 506 
has also been co nn ected to the microprocessor tor con- 
veytng information to the user, and a keyboard 507, by 
which the user can control the operation of the device It 
this ware a seated authentication coding circuit, the pur- so 
pose of which is to operate in a certain larger device, 
certifying the origin of the information produced by the 
de/ice, the keyboard and cfcptey would not be needed, 
and the information of the titer, signature and transfor- 
mation would be saved permanently in the storage as 
btocte 503, 504 and 505. In this connection, sealing 
means any tanown arrangement by which the con te nts 
and operation ola certain electric circuit is pro te cte d so 



as to make unauthorized detection thereof difficult 

The user inputs to a device according to Figure 5 
the information of the rater, signature and transformation 
wanted by using the keyboard 507 or a corresponds 
data input device. In addition, the user enters a com- 
mand, which means the aut h en ti c a tion coding of an 
image hie or another fie The ffle in Question is then 
saved in the storage block 501 . The microprocessor 300 
reads the ffle to be authe nticati on coded, tr an sfo nns rt 
according to the transformation T read from the storage 
block 505 and saves rt in tfte storage block 502. ft is thus 
advantageous to have two separate storage blocks 501 
and 502. because if the transformation is in te rr up ted or 
an error occurs during the process, foe entire ffle is not 
destroyed but its original version remains saved in the 
storage btock 501 . Next, the microprocessor 500 reads 
the transformed ffle from the storage btock 502 and 
saves it back to the storage btock 501 so that it changes 
the values of the pixels or other data parts in a manner 
determined by the rater read from the storage block 503. 
Firefly, the fricroprucesbor reads the ffle again from the 
storage btock 501 . reversely transforms it and saves the 
authentication coded ffle in the storage btock 502. The 
microprocessor informs the user of a successful com- 
pletion of the authentication cocfing via the display 506. 

When the user uses the keyboard to enter a com- 
mand 507. meaning the detection of the authentication 
coding from the ffle saved in the storage block 502. the 
mi crop ro cessor reads the ffle, transforms it and saves 
the transformed file in the storage block 901. In the next 
step, it reads the transformed file from the storage btock 
501, filters it and forms a detection ffle in which the data 
parts which had their value unc ha n g e d during ffltering, 
are marked. The detection ffle is saved in the storage 
btock 502. The micropr o cessor forms a convolution of 
the detection file and signature, and saves the resutt in 
the storage btock 501 . in which result each data part of 
the detection ffle corr esp onds to an id ent i fica tion 
number, which depicts the surtabflity of the signature to 
ftiedata part of the detection file. Finally, the mkxoproc- 
essor informs the iiser by trm a the larg- 

est number is, where it is located and rt. judging from it, 
it is Gkery that the ffle has been found to be authentica- 
tion coded, using the signature saved in the storage 
btock 504. The microprocessor can also show the 
detection ffle graphically to the user on the cfisplay 506, 
whereby the user can visually determine whether the 
signature has been found in the ffla 

It is dear to a person skffled in the art that the 
errtxxfiments of the invention descnbed above are pre- 
serrted by way ol example onty, and that it is poss&le to 
make obvious changes to them without departing from 
the scope defined by the claims presented hereinafter. 
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Claims 

1. A method tor hiring an authentication code (101. 
402, 504) in an electric signal (100, 400. 401), 
which consists of data parts with a certain value, in 
which method certain data parts are selected from 
the electric signal tor processing on the basis of the 
content s of the authentication coda characterized 
in that the vatue of each data part selected for 
processing is redetermined by a filter (200. 403. 
503), which uses certain other, predetermined data 
parts of the efectric signal as input data. 

2. A method according to Claim 1. characterized in 
that said electric signal (100. 400. 401) is a fie and 
its data parts are bytes. 

3. A method according to Claim 2. characterized in 
that saldfie is an image file and its bytes depict the 
pixels of the image. 

4* A method according to Qaim 1. characterized in 
that said electric signal (100. 400, 401) is a tempo- 
rally continuous signal and its data parts are bytes, 
whereby a certain temporal period is separated 
from the temporally continuous signal and the 
authentication code is hidden in said separated sig- 
nai penoa. 

5. A method according to Claim 4. characterized in 
that the authentication code is repeatedly hidden in 
the same temporally continuous signal. 

6» A method according to Claim 1 . characterized in 
that a deter min istic tra nsformati on (T. 505) is also 
carried out on said electric signal before the data 
parts are selected for process in g, and a reverse 
transformation fj 1 . 505) of said deter mini stic trans- 
formation is carried out on the transtormed electric 
signal after the vatue of each data part selected for 
processing has been specrrted anew. 

7. A method for detecting the authentication coding 
from an electric sipjiaJ. which consists of data parts 
with a certain value, characterized in that in ft 

the electric signal is filtered with a predeter- 
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mined fater (403), 
- the data parts (408) which have their value 
unchanged during filtering are marked, and 
the marked data parts are compared to a pre- 
determined signature (402). s 

& A method a ccord in g to Claim 7, characterized in 
that a predetermined det e r mini stic transformation 
(T) is also earned out on saxl electric signal before 
it is filtered. io 

9. A device for hiding the authentication code in an 
electric signal, which consists of data parts with a 
certain value, which device comprises a memory 
(501. 502) for saving said electric signal, and a is 
processing unit (500) tor reading the electric signal 
from the memory and tor changing the value of its 
data parts, characterized in that it comprises a fd- 

ter (503). and said proce ssin g unit is arranged to re- 
determine the value of the data parts selected for 20 
processing in a manner specified by said fflter. 

10. A device for detecting the authentication coding 
from an electric signal, which consists of data parts 
with a certain value, which device comprise a men> ss 
ory (501. 502) for saving the electric signal and a 
process in g unit (500) for reading the electric signal 
from the memory and for changing the value of its 
data parts, characterized in that it comprises a ffl- 
ter (503), and said processing unit is arranged to re- so 
determine the value of the data parts of the signal in 

a manner specified by said fflter and to save the 
inta r maUu i of those data parts which have their 
value unchanged during ffltering. 



11. AdeviceacconfingtoCl^m9or10,4 

in that it also comprises an input device (507) for 
receiving the input data from the user and an output 
device (508) for conveying information about the 
operation to the user. 40 



12. A device accor din g to Claim 9 or 10. i 

in tat it is a sealed authentication coding circuit 
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